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United States Department of State 


The Inspector General 


Washington, D.C. 20520 


October 30, 1994 
TO: The Secretary 


FROM: _—_ OIG - Harold W. Geise!, Acting yw); 


SUBJECT: Semiannual Report to Congress, April 1 to September 30, 1994 


One year ago, the National Performance Review (NPR) released its report, 
setting forth the Administration’s proposal to “reinvent” government by making it 
more efficient, responsive, and cost effective. The Inspectors General responded 
with a statement of reinvention principles outlining their commitment to work with 
agency management as “agents of positive change.” These principles were an 
acknowledgment that agency management and Inspectors General could accomplish 
far more together, working toward common goals of excellence. 


Recognizing that business as usual is simply not sustainable in the face of 
existing foreign policy and budgetary realities, OIG and Department management 
have collaborated on initiatives to reinvent the way the State Department works, 
identifying and developing innovative approaches to the challenges facing us. At the 
request of the Department, OIG has been active in a number of working groups and 
task forces, providing advice and expertise on areas of concern to ensure the integrity 
of Department operations and help prevent costly mistakes. In return, Department 
managers have participated in customer service meetings with OIG managers and 
provided valuable feedback and suggestions to improve OIG products and services. 


One outcome of these meetings was a review of the process for developing, 
resolving, and implementing OIG recommendations. Based on this review, OIG 
developed a statement, Working With Our Customers To Improve OIG Recommen- 
dations and the Compliance Process, which provides a framework for improvement 
tnat includes focusing on significant issues, fostering a coliaborative approach to 
resolution, promoting communication and positive perceptions of resolution and 
followup, and streamlining and reducing paperwork. This approach has already 
borne fruit. The Department has moved promptly to resolve recent recommendations 
on overseas allowances, staffing at the National Passport and Visa Centers, and 
administrative pressures at Embassy Kiev, as detailed in the attached semiannual 
report. These accomplishments bode well for our future success in meeting the 
challenges facing the Department. 


This report is required by the Inspector General Act of 1978, as amended, and 
covers the work of OIG during the period indicated. The IG Act requires that you 
transmit this report to the appropriate committees cf Congress within 30 days of its 
receipt, together with any comments you may wish to make. 
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| Executive Summary 








In the year since the National Performance Review (NPR) released 
its report, Creating a Government that Works Better and Costs Less, 
the Office of Inspecor General (OIG) has worked actively with the 
Department to achieve these goals. Efforts have included continued 
consultation with the Department in identifying and addressing issues 
of concern, expanded OIG participation in Department initiatives to 
resolve management probiems, and a coordinated program to stream- 
line the OIG compliance process. Initiatives from prior reporting 
periods have borne fruit as the Bureau of Consular Affairs (CA) has 
begun to collect visa fees to fund improvements in its consular look- 
out system. Customer service meetings with Department managers 
spurred a plan for improving recommendations and the resolution and 





followup process. 

At the request of the Department, OIG staff continue to participate OIG Assistance to the 
in a number of working groups and other management improvement Department 
efforts. 


* OIG audit work and testimony by the Inspector General aided 
the Department in obtaining authority to collect and retain visa fees to 
pay the cost of expanding and automating the Consular Lookout and Sup- 
port System. In approving this authority, Congress has provided essen- 
tial resources for this initiative, which improves posts’ ability to check the 
names of visa applicants who might pose a danger to national security. 

* OIG has worked with Department 
managers to address the high-risk man- Major Management and Operational Problems and 
agement weakness in automated data Challenges of the Department of State 


processing (ADP) security by providing ' ous ) od. the Office of | or G , , 
guidance to improve the planning pro- | Defense Trade Controls trom the list of major management and 
cess for the new-generation financial | operational problems and challenges of the Department. This 
mat.agement system and by identifying change recognizes the Department's progress in registering export. 


deficiencies that must be corrected. with compliance procedures will require continued attention The 
: * Security oversight inspectors have | remaining management and operational problems of the 
helped the Department make better usc | Department of State include: 
of its ADP resources by identifying * Changing foreign policy priorities in a post-Cold-War world, 
sources and coordinating transfers of a Seam gt aie een den 
ADP equipment to offices and missions Systemic ace ailooation of interagency overseas admin 
where shortages exist. * Deficiencies in the State Department personne! system: 

* To help Department managers + Weaknesses in Department financial management systems: 
anticipate potential fraud and abuse, + Managing and funding the security of US personnel, informa. 
OIG offices have issued notices alerting | tion, and facilities overseas; 
all Department managers to potential * Severe funding shortfalls for repair and maintenance of over- 


problem areas. These include fraud alert | 8 "ea! property; and 
(continued) | infrastructure and resource management 





























OIG Assistance to the 

















bulletins on travel vouchers, separate maintenance allowances, per- 
sonal use of Department telecommunications systems, and a telegram 
to all overseas posts providing guidance on proper management con- 
trols for contract administration (p. 7). 

* OIG inspectors have devoted an increasing amount of time 
to counseling officers in the field, where resources for discreet pro- 
fessional and management advice are limited (p. 21). 





Customer service meetings with bureau executive directors in March 
1994 identified OIG recommendations and a cumbersome resolu- 
tion followup system as a major area of concern. OIG subsequently 
undertook a review of the process for developing recommendations 
and its resolution and followup activities, resulting in a “statemeni of 
principles” that includes increased collaboration with Department 
management to solve significant problems facing the Department, 
improving communications, streamlining processes and paperwork, 
and encouraging the Department to share responsibility for resolution 
and implementation. 

For its part, the Department has demonstrated its responsiveness to 
OIG recommendations by taking prompt action to reduce staffing and 
expenses and to improve effectiveness. In response to OIG reports re- 
leased during this period, the Department has moved expeditiously to: 


* reduce staffing co: .s at the National Passport and Visa Centers 
by eliminating several positions (p. 6), 

* seck an amendment to eliminate Sunday premium pay for em- 
ployees in countries with alternative workweeks, a potential savings 
of $1 million annually (p. 10); 

* convene an interagency meeting to review and propose changes 
to the overseas allowances and differential program.. for all Federal 
civilian employees, in an effort to reduce more than $9.6 million in costs 
(pp. 9-10); 

* freeze new assigninents by all Federal agencies and identify and 
assign an experienced administrative officer to address problems re- 
sulting from excessive unplanned growth at Embassy Kiev, Ukraine 
(p. 18); and 

* avoid potential unbudgeted charges of $7 million for transporta- 
tion of diplomatic pouches by the Department of Defense courier ser- 
vice (pp. 24-25). 

In response to recommendations from prior reporting periods: 

* The Department has made significant progress in improving man- 
agement controls over the Bureau of International Narcotics Matters’ 
air wing. 

* The Department has reduced the authorized level of communica- 
tions for 125 posts that do not need to process top secret information, 
reducing the need for costly security services and Merine security 
guards. 














* During followup reviews by the Office of Security Oversight, 
Embassies Kingston, Jamaica, and Lima, Peru, achieved the best im- 
plementation record of any missions reviewed to date (p. 31). 

* The Office of Inspections commended implementation efforts by 
Embassy Seoul, Korea, and the American Institute in Taiwan (p. 21). 





In response to one of the primary goals of the NPR, OIG reviews con- 
tinue to identify opportunities for streamlining Department programs 

* Inspectors recommended reductions in staffing at posts in several 
countries where only limited U.S. interests exist, including Djibouti, 
Sri Lanka, Nepal, and Seychelles, where five Americans and nine For- 
cign Service national (FSN) employees support a mission whose work- 
load could be handled by two multifunctional officers (p. 17). 

* A security audit of the $90-million local guard program (LGP) 
found that significant potential cust efficiencies could be achieved by 
enforcing and reducing exceptions to local guard standards, increas- 
ing use of central alarm monitoring systems and mobile patrols, and 
improving LGP program and contract administration (p. 24). 

* An inspection of the Bureau of International Organization Affairs 
found that the Department must take vigorous action to reduce peace- 
keeping costs before the October 1, 1995, deadline set by Congress. 
Inspectors also recommended that the Department review its current 
arrangements for managing peacekeeping efforts to ensure that re- 
sources and expertise are engaged carly enough in the process (p. 19). 

* Inspectors reviewing the Bureau of African Affairs (AF) expressed 
concern that a major policy directive on Africa, which requires that 
the United States maintain “an active diplomatic presence in each 
country,” may impede effective use of Department resources because 
it fails to set priorities or consider the merits of regional, rather than 
residential, representation (p. 20}. 





Security oversight reviews conducted during this period identified 
common security issues requiring prompt Department attention. 

* Security oversight inspections at five African posts with critical 
or high crime threat ratings and less-than-stable governments found 
deficient emergency preparedness plans (pp. 28-30). 

* Reviews of mainframe computer security at the Department's 
three regional administrative management centers—which are respon- 
sible for payroll, foreign currency, and other payments for overseas 
posts—have identified serious systemic problems that make these sys- 
tems vulnerable to unauthorized use and modification and could place 
Department-managed funds at significant risk. Findings from the two 
interim reports issued this period will be addressed in a future final 
report (p. 4). 











Streamlining Bureaucracy 














Reviews of NIS Posts OIG reviews continue to focus on the management challenges fac- 
ing the relatively new and rapidly growing diplomatic missions in 
the newly independent states (NIS) of the former Soviet Union. Dur- 
ing this six-month period, the Offices of Inspections and Security 
Oversight reviewed operations and security at the U.S. missions to the 
Baitic States. Inspectors also reviewed embassies in Ukraine and Be- 
larus, while the Special Operations Review Team conducted a special 
review, to be reported shortly, of the Department's program to renovate 
embassy facilities at 10 NIS posts (pp. 18-19, 27). 





investigative Issues Significant investigative activities during this period included: 

* a joint investigation with the Department of Defense, which 
found no merit in allegations that several U.S. Government em- 
ployees had attempted to subvert the competitive bid process and 
improperly influence the award of a $25-million contract (p. 34); 

* arrest of a fugitive, previously convicted of kidnapping and mur- 
der and now awaiting extradition, for impersonating a U.S. Embassy 
official and using a falsified Department purchase order to iraudu- 
lently purchase a $478,000 airplane (p. 38); and 

* indictment of five defendants for defrauding two Florida 
churches of more than $125,000 after promising them multimillion- 
dollar grants from a “Pro-Religion Development Fund,” allegedly 


sponsored by the Department of State (pp. 37-38). 








a two organizations are now under way. 
providing management with tools it can use to de- * Facilitated a discussion practices” 
Office of Security Oversight (OSO) has taken the fol. otficer and an OIG tearn member on loan from another 


abilities the audit team uncovered at an overseas s'0N Support software 


* Incorporated members of other government O1G's commitment to working wih managers to improve 
agencies into the audit team This allowed another business processes and demonstrate the inspector Gen- 
agency's representative to do an on-site impact __eral's belief that problems should be comrmurse “ted and 
assessment of inadequate security of that agency's worked on as they are uncovered, not simnpi, velivered 
operations. As a result, followup actions between the _to the Department in a final audit report. 




















| Audits J 








During this reporting period, the Office of Audits identified potential 
cost reductions in both domestic passport and immigrant visa opera- 
tions, made recommendations that could reduce payments in overseas 
allowances by more than $9 million each year, and examined the De- 
partment’s use of express mail services. In all, the office issued 14 
reports, including a series of audits, required by the Chief Financial 
Officers (CFO) Act of 1990, on financial statements of the Interna- 
tional Boundary and Water Commission (IBWC) and the Foreign Ser- 
vice Retirement and Disability Fund (FSRDF). Five contract audits 
were completed for OIG by the Defense Contract Audit Agency. 





CONSULAR AFFAIRS AND INTERNATIONAL PROGRAMS 


The Bureau of Political-Military Affairs, Office of Defense Trade Con- Defense Trade Controls 
trols (PM/DTC), administers provisions of the Arms Export Control Act Followup 
of 1986 concerning the commercial export of military-related items 
and technology. A March 1992 audit report (2-C1-016) found that pro- 
cedures related to registration of exporters and disposition of export 
license applications had improved since mid-1989, when OIG 
inspected PM. However, the audit found that the Depaztment had not 
responded properly to diversions of U.S. military items and techno- 
logy by a major recipient of such items. It also disclosed other significant 
problems in compliance procedures. For example, guidance to 
posts for conducting end-use checks was inadequate, and informa- 
tion to posts related to specific end-use checks often was insufficient. 








Review of the Nonimmigrant Visa issuance 
Process—Phase I! 


O1G has completed phase |! of its audh of the nonimmigrant visa (NIV) 
process—a foliow-on to the phase | report, which explored the circum- 
stances surrounding the issuance of NIVs to Sheik Omar Ali Anmed 
Abdel Rahman. This follow-on audit found that, although steps have 
been taken to improve the NIV process at posts, many problems associ- 
ated with issuing NIVs are complex, and no easy solutions exist. 
Progress in implementing improvements in the NIV process has been 
hampered by a lack of resource action plans, guidance. and effective 
communication and coordination As a result, individuais who may be 
ineligible, and perhaps dangerous, could be able to obtain NIVs to 
enter the United States. The report, which will be issued shortly, con- 
tains a number of recommendations to the Bureau of Consular Affairs 
to improve the NIV issuance process. 

















Defense Trade Controls 
Followup (continued) 


U.S. Contribution to 
UNRWA 


The National Passport 
and Visa Centers 





The audit report included recommendations addressing PM/DTC’s 
compliance operations and reporting responsibilities. 


This followup review examined the steps taken by the Department 
to halt the unauthorized diversions and to improve compliance pro- 
cedures. It found that the Department was in the process of imple- 
menting the recommendations of the 1992 audit, uncovered no new 
problems with the program, and made no further recommendations. 
Althcugh continued attention to end-use checks is needed, OIG has 
dropped Defense Trade Controls from its list of the Department’s ma- 
jor management problems. 





OIG reviewed the Bureau of Population, Refugees, and Migration’s 
(PRM) monitoring and oversight of the U.S. Government’s annual 
contribution to the United Nations Relief and Works Agency for 
Palestine Refugees in the Near East (UNRWA). The United States 
represents the largest donor country to UNRWA. The auditors found 
that PRM’s oversight of the contribution to UNRWA is minimal. As 
a result, PRM’s ability to determine the effectiveness of the assistance to 
UNRWA and evaluate to what extent UNRWA programs are meeting 
the agency’s stated goals and objectives is limited. The auditors recom- 
mended that PRM increase and improve its monitoring of UNRWA pro- 
grams and adopt a more proactive role in advising UNRWA to focus on 
its stated goals, which include promoting greater self-reliance among 
refugees, improving the efficiency of its operations, providing basic 
services to refugees, and planning for UNRWA’s future direction. 





The National Passport Center (NPC) and National Visa Center in 
Portsmouth, New Hampshire, have significantly improved the ability 
of the Bureau of Consular Affairs (CA) to meet increases in demand 
for passports and immigrant visas. However, because several of the 
projected increases used to justify the creation of the centers did not 
occur as planned, there is no evidence that they are providing the 
promised cost benefits. Although CA recently performed an analysis 
that it believes proves that the NPC is producing the anticipated effi- 
ciencies and economies of scale, OIG questioned several aspects of 
the analysis and could not verify the validity of CA’s conclusion. Re- 
gardless of any overall economies and efficiencies the centers may 
produce, operating costs could be reduced by $564,000 and customer 
service could he improved even further by eliminating a number of 
unnecessary positions, replacing some Foreign Service with Civil 
Service personnel, taking advantage of metered postage or other postal 
discounts, and revising the methods of handling passport applications 
received with insufficient fees. In response to these recommendations, 
the Department has already taken action to eliminate several positions. 
(This audit was conducted by the Support Programs Division.) 














FINANCIAL MANAGEMENT 


By treaty between the United States and Mexico, the International 
Boundary and Water Commission is charged with the exercise and 
regulation of the obligations the two governments have jointly 
assumed for the solution of boundary and water problems. To meet 
the requirements of the CFO Act of 1990, a financial statement audit 
of the IBWC was performed by independent public accountants 
at the direction of the OIG. The objective was to obtain reasonble 
assurance and express an opinion on whether the IBWC state- 
ment of financial position as of September 30, 1993, was free of mate- 
rial misstatement. The auditors found that the information in the 
IBWC financial statements was fairly presented and that there were 
no material misstatements (an unqualified opinion). However, the 
auditors identified some internal control weaknesses and instances 
of noncompliance with applicable laws and regulations. If not cor- 
rected, these weaknesses could prevent preparation of accurate finan- 
cial statements and result in a qualified or disclaimed opinion in future 
audits of these statements. A separate management letter recommend- 
ing corrective actions was sent to IBWC officials. 





The FSRDF is a trust fund that finances the operations of the Foreign 
Service Retirement and Disability System and the Foreign Service Pen- 
sion System. For FY 1992, the FSRDF reported assets of $6 billion 
and an actuarial unfunded liability of $2.45 billion. The CFO Act of 
1990 required OIG to audit the financial statements of the FSRDF for 
FY 1992 to obtain reasonable assurance and express an opinion on 
whether the financial statements were free of material misstatement. 


(continued) 








Contract Administration 


The Department frequently has been unsuccessful in disallowing 
improper or highly questionable contract costs. Upon appeal by involved 
contractors, the Department often has opted to settle disputes rather 
than litigate because improper actions or inactions by contracting 
Officials in administering contracts seriously weakened the Depart- 
ment's case. As a result, the Department has unnecessarily expended 
hundreds of thousands of dollars for goods and services obtained 
under contract. 


In an initial effort to reverse this trend, OIG issued a telegram to all 
diplomatic posts in July 1994, describing questionable actions and 


requesting that contracting officials be alerted to problems resulting 
from poor contract administration and to the benefits that can be 


gram 
roles and responsibilities, as well as contract terms, and must exer- 
cise sufficient oversight to reasonably ensure that contractors’ practices 
are consistent with contract terms and that contractors’ bills are accurate 
and proper. 











Statements for FY 1993 


FSRDF Financial 
Statements for FY 1992 








FSRDF Financial Statements 
for FY 1992 (continued) 





OIG disclaimed an opinion on the FSRDF financial statements for 
FY 1992 because the auditors were unable to verify the valuation of 
investments with the Department of the Treasury, the fund lacked ad- 
equate financial records, and the fund did not comply with accounting 
principles and standards. The audit also identified internal control 
weaknesses and instances of noncompliance with laws and regula- 
tions. The weaknesses identified include: 


* a lack of emphasis on the overall administration of FSRDF; 
* inadequate delegation of responsibility; 

* lack of written policies and procedures; 

* lack of adequate subsidiary records; and 

* inadequate reconciliation procedures. 


Correction of these deficiencies is needed to safeguard fund as- 
sets, allow the preparation of accurate and complete financial state- 
ments, and ensure adequate internal controls and compliance with 
laws and regulations. The report on the audit opinion will be included 
with the financial statements in the Department’s Annual Chief 
Financial Officers Report. Separate memorandum reports were sent 
to the Under Secretary for Management, the Director General of the 
Foreign Service and Director of Personnel (M/DGP), and the Bureau 
of Finance and Management Policy (FMP). 





PROPERTY MANAGEMENT AND PROCUREMENT 


Audit of Keahey Moving 
and Storage Contract 


Express Mail Service for 
Small Packages 


In response to a request from the Bureau of Administration's Office 
of Acquisitions, OIG asked a certified public accounting firm to au- 
dit the amounts claimed by Keahey Moving and Storage Company 
for the period November 17, 1988, through June 30, 1993. The firm 
found that the Department had inappropriately modified the contract, 
that Keahey did not bill overtime in accordance with its policy for 
paying overtime, and that Keahey did not comply with some provi- 
sions of the Service Contract Act. As a result, the Department paid 
Keahey $377,591 more than it should have, and some of Keahey’s 
employees did not receive benefits they were entitled to by law. OIG 
recommended that the Department take the necessary actions to re- 
cover the overpayments and report the instances of noncompliance 
with the Service Contract Act to the Department of Labor. 





Several Department offices were found to have been using DHL 
Worldwide Express Corporation under several domestic rate sched- 
ules and at least five widely varying rate schedules for international 
shipments. These offices were unaware cither of the wide range of 
DHL rates or of the fact that the General Services Administration 

















has an international tender of rates with DHL for overseas shipments 
as well as a mandatory contract with Federal Express for domestic 
shipments. 


Although exact figures on weights and destinations were gener- 
ally not available, comparison of data available in one bureau indi- 
cated that the Department may have incurred considerable unneces- 
Sary Cost in express mail shipments. The audit recommended that the 
Bureau of Administration review all available information on rates 
and services and take action to ensure that the Department obtains 
such services at the most favorable cost, including notifying express 
mail users of the regulations governing express mail use, of the 
appropriate rate schedules for international shipments, and of the 
mandatory use of Federal Express for domestic service. The audit also 
recommended that less costly alternatives be considered, including 
electronic mail and facsimile transmission over a leased line. 





SUPPORT PROGRAMS 


Inspectors general are required to submit to Congress an annual eval- 
uation of the effectiveness of their department’s management controls 
over contracted advisory and assistance services (AAS) and the ac- 
curacy and completeness of contract information provided to the Fed- 
eral Procurement Data System (FPDS) for these services. This audit 
determined that, although the Department of State has implemented 
new procedures to record contracted AAS and to reconcile reporting 
differences, it continues to have problems reconciling contracted AAS 
obligations reported to Congress and the FPDS. Recommendations 
made in an FY 1992 OIG report (2-SP-014) should correct specific 
reporting inaccuracies; since the Department is in the process of ful- 
ly implementing them, no new recommendations were made in this 
area. Another recommendation from the FY 1992 report, regarding 
the need for conflict-of-interest certifications for AAS contracts, was 
closed in 1993 but has not been fully implemented. A new recom- 
mendation was made to address this issue, since a number of active 
AAS contracts still need to be certified. The Department subsequent- 
ly implemented this recommendation. 





Collectively, there are more than 80 overseas allowances, which 
cost approximately $1.3 billion annually and are paid to Federal 
civilian employees working and traveling abroad as recruiting 
incentives and in compensation for expenses and hardship condi- 
tions. The State Department sets the allowances for all U.S. civilian 


employees overseas. 
(continued) 





Review of FY 1993 
Advisory and 
Assistance Services 


Review of Overseas 
Allowances 
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Review of Overseas 
Allowances (continued) 


Sunday Differential Pay 





Because of outdated or relaxed Department standards and depen- 
dence on subjective data provided by individuals who are in a posi- 
tion to benefit directly, the current rate-setting process for post 
allowances is unreliable. The method of setting per diem allowances 
has resulted in increased use of more expensive hotels, and the reim- 
bursement process for some allowances actually encourages over- 
spending. 

OIG recommended that the Department consider alternative data- 
collection and rate-setting methods in order to reduce the more 
than $9 million in allowances overpayments each year. Following 
issuance of this report, the Department conducted a review of allow- 
ances at overseas posts and met with representatives of other agen- 
cies affected by these regulations to discuss proposed changes to the 
allowances structure. 





By law, government employees whose normal schedule includes 
working on Sunday receive a 25 percent pay differential. In 15 Islamic 
countries, however, Sunday is part of the normal work week. U.S. 
Government employees in these countries work Sundays but receive 
two consecutive days off per week, in keeping with prevailing local 
practice. OIG recommended that the Department request that the law 
be amended to exclude employees in these Islamic countries from 
Sunday differential pay. This could save the U.S. Government more 
than $1 million annually. 
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i inspections 








Inspections during this semiannual reporting period included some of 
the largest and most important missions in the Middle East, South and 
East Asia, Latin America, Africa, and Europe, as well as some of the 
smaller ones. In Washington, the Bureau of African Affairs (AF) and 
the Bureau of International Organization Affairs (IO) were inspected. 
In all, 23 ‘nspection reports were issued on 21 countries, one geo- 
graphic bureau, and one functional bureau. Four compliance followup 
reviews were compicted. 





The United States and Israel are in a period of unprecedented coop- 
eration following the progress in the Middle East peace process. With 
the personal involvement of the President and the Secretary of State, 
the United States is committed to support Israeli efforts to secure a 
full peace agreement with the Palestine Liberation Organization 
(PLO) and with Syria. Cooperation extends across political, security, 
and economic matters. Israel is a major recipient of U.S. assistance 
($3 billion a year) and the second largest trading partner in the Mid- 
die East (nearly $9 billion a year). 


Key Issues Identified 


* A major problem facing Embassy Tel Aviv is keeping current 
with U.S. policymakers’ thinking since a good part of government busi- 
ness with Israel is conducted directly among policymakers. 

* There are operational challenges, including how to deal with 
the new Palestine Authority, the PLO, a rapidly expanding Agency 
for International Development (AID) presence, and distribution of 
responsibility for Palestine issues between the embassy and Consu- 
late General Jerusalem. 

* Major administrative issues include a needed review of the 
current bilateral agreements on facilities, better arrangements for 
consular operations, and improved telegraphic communications and 
computer systems. 





Consulate General Jerusalem is an independent mission reporting 
directly to the Department of State. The consulate is responsible 
for policy implementation with the West Bank occupiec territories 
and East Jerusalem. The consulate general, which yredates the 
creation of Israel and the Arab-Israel conflict, remained in place as 
an independent mission after 1948 to preserve the U.S. position on 


Jerusalem. 
(continued) 





11 














Jerusalem (continued) 





Key Issues Identified 


* Consulate General Jerusalem is responding exceptionally well 
to the major substantive and operational challenges posed by the May 
24, 1994, Cairo agreeinent on phased autonomy for Palestinians in 
the occupied territories of Jericho and Gaza. 

* As a major AID program is set in motion, the AID presence 
will expand significantly, necessitating early Washington decisions 
on location of the AID mission and its relationships to the consulate 
general and to Embassy Tel Aviv. 

* The consular section handles a politically sensitive and complex 
workload remarkably well, despite adverse conditions. The U.S. Gov- 
ernment should press the Israeli authorities for betier procedures to 
ensure access to the consulate general by both its FSN employees and 
those seeking U.S. Government services. 





Egypt, with 57 million people, remains a key to the achievement of 
U.S. objectives in the Middle East. It is also a cornerstone of U.S. de- 
fense policy in the area. Bilateral assistance, now $2.1 billion a year, 
has brought lavish other-agency presence, making Embassy Cairo one 
of the largest U.S. missions, with S00 official Americans, 1,000 con- 
tractors, and more than 1,400 Egyptian employees. 


Key Issues Identified 


* Greater flexibility in managing congressionally earmarked assts- 
tance levels would permit more effective program management as 
well as a rational approach to mission staffing. 

* Management needs to reduce official presence that has grown 
so large that it is increasingly preoccupied with its own maintenance. 
Staffing levels should be reviewed across agency lines. 








Working with Congress to improve 
Resource Management 


During the inspection of Embassy Cairo, one of the largest U.S. mis- 
sions, inspectors found that laudable efforts by the embassy to 
introduce performance criteria into the $2.1 billion annual military 
and economic assistance program are boing undercut, if not totally 
negated, by the mission's inability under law to withhold resources 
until agreed criteria are met. The Department should work with Con- 
gress to develop a formula that will permit program managers 
flexibility in the administration of assistance, including the possi- 
bility of not disbursing the funds if agreed conditions are not met. 
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Venezuela 
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The past U.S. focus in the Philippines on geopolitical and security 
concerns, with heavy U.S. military presence, has diminished signifi- 
cantly. Emphasis is now on economic interests. The Philippines’ cur- 
rent political stability and economic reforms are attracting U.S. 
corporations looking for a resourceful English-speaking workforce 
with easy access to the Association of South East Asian Nations. 


Key Issues Identified 


* The United States is in a position to expand sales to the Philip- 
pines, especially in agriculture, but more needs to be done to reduce 
barriers to U.S. products. 

* Embassy Manila should accelerate implementation of its plans 
to reduce approximately 300 FSN positions by 1998. 

* Administrative oversight merits greater attention. Fraud and 
corruption are constant concerns in the operation of the mission. 
Post management has declared zero tolerance for corruption in the 
mission. 





Colombia, with drug trafficking and socioeconomic extremes among 
the urban middle class, is one of the most violent societies in the 
world. Embassy Bogota, with 200 American employees from 11 
agencies working in a demanding, dangerous, and stressful environ- 
ment, is well and tightly run. 


Key issues identified 


* The shift in U.S. drug control policy —from offshore interdiction 
to institution building—calls for a review of the embassy’s Colombia- 
specific drug strategy. 

* The narcotics affairs section continues to have inventory con- 
trol problems; it should turn over its inventory and its air wing sup- 
port operations to the Colombian National Police. 

* The Department and the Drug Enforcement Administration 
(DEA) need to ensure effective exchange of name-check data between 
DEA and consular officers in order to exclude drug traffickers from 
the United States. 





U.S. interests in Venezuela are primarily economic and commer- 
cial, with Venezuela an important trading partner. Venezuela is also 
one of the most active regional participants in efforts to return 
democracy to Haiti. The current ambassador has begun addressing 
the serious shortfalls of staff, though more needs to be done. Cara- 
cas’s high crime rate, poor public services, and gridlocked traffic 
have had a serious effect on the embassy’s operations and morale. 
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Key Issues Identified 


* Unwise staffing decisions in past years increased other-agency 
presence without requiring Commensurate increases in administrative 
staff. Recent FSN cuts have reduced service levels below acceptable 
minimums, as well as management's ability to ensure sound manage- 
ment controls. 

* Non-State Department staffing is excessive and should be 
realigned to reflect U.S. policy priorities. 

* Oversight of drug control programs needs to be strengthened, 
and information sharing better coordinated. 

* FSN salaries must keep pace with market rates to improve 
recruitment and retention. 





Instead of focusing on commercial and economic matters, where 
there is a modest market for U.S. agricultural products, U.S. policy 
in the Dominican Republic at the time of the inspection needed to 
concentrate on enforcing the embargo against Haiti. This, in turn, 
revived the specter of American intervention in the Dominican Re- 
public. But for the Haiti situation, the U.S. mission would be consid- 
erably smaller. It should be. 


Key Issues Identified 


* With nearly one million Dominicans in the United States, the 
consular section (24 Americans, 63 FSNs) is one of the largest in the 
world. Judging by the disproportionate number of recommendations 
related to consular issues, it is also the one most in need of attention. 

* There is a disconcerting increase in telephone and facsimile 
communications as a channel for official communications. There is 
no evidence that instructions given by telephone or facsimile have 
appropriate clearance. 





Much has happened in Haiti since the March/April 1994 inspection. 
Economic sanctions increased, air traffic stopped, financial controls 
tightened, and resort to force became an official possibility. Many em- 
bassy employees and their families were withdrawn, so the major rec- 
ommendations of the inspection report, which called for downsizing 
the post and ceasing consular operations, were met. The September 
1994 arrival of U.S.-led United Nations (UN) forces opened a new 
page in U.S.-Haiti relations. 


Key Issues Identified 


* As the crisis peaked and handling of relations moved from the 
Department's geographic bureau to higher levels, instructions from 
Washington tapered off to unofficial telephone calls, most often from 
National Security Council officials—not a satisfactory method of 


official communication. 
(continued) 
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Haiti (continued) 


The Bahamas 





* While Washington dealt with the de jure government, the em- 
bassy had to deal with the de facto representatives, who prevented the 
docking of the U.S.S. Harlan County on October 12, 1993, harming 
U.S. prestige and credibility. 

* Given bilateral relations at the time, there was no possibility of 
attaining most of the U.S. long-term goals. 





Embassy Nassau is more a law enforcement platf.... than a diplo- 
matic mission. Traditional embassy activities—consular affairs and 
trade promotion—are given attention, but seem overshadowed by a 
major law enforcement effort. The Bahamians accommodate U.S. 
actions because of its large tourist industry, whose clientele is mainly 
American. Despite the potential for friction, U.S.-Bahamian relations 
are close, informal, and effective. 


Key Issues Identified 


* Command and control of all U.S. Government agencies and ac- 
tivities, an enormous task, is achieved about as well as it can be, but 
internal communication needs improvement, as does planning for 
travel and representation. 

* The administrative section services 149 American employees 
and countless visitors but gets little reimbursement from other U.S. 
agencies. In 1993 the administrative section provided more than 
$600,000 worth of services to other agencies but received reimburse- 
ment of only $10,300. A more realistic and equitable reimbursement 
system is needed. 

* The embassy owns excess real property, but pays high rent for 
the chancery. A/FBO should sell the excess land and use the pro- 
ceeds to buy the chancery. 





Kenya is the cornerstone of U.S. hopes for East Africa. Embassy 
Nairobi is becoming a regional hub and support base for smaller posts 
in East Africa and the Indian Ocean. 


Key Issues Identified 


* Embassy Nairobi’s principal goal is to encourage Kenya's sup- 
port for U.S. regional and international efforts. The embassy has done 
fine work maintaining this cooperation, despite the termination of 
U.S. security assistance. 

* The U.S. missiva is large and complex, with a currently autho- 
rized American complement of 146. It needs active management and 
tigh.er controls. 

* Post management should review the size of certain mission com- 
ponents, notably AID. 
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Djibouti is a small country located between Ethiopia, Eritrea, and 
Somalia. U.S. commercial interests are minimal. There is a question 
as to how best to represent U.S. interests in the region. 
Key Issues Identified 

* Embassy Djibouti is difficult and expensive to staff. It costs 
at least $215,000 a year to maintain an American employee in this 
former colonial outpost. 

¢ At a minimum, the Department should aboiish the political/ 
economic reporting position. 





The U.S. Embassy to this island republic is located on the main island 
of Mahe, approximately 1,000 miles from the nearest land mass. 
U.S. interests are strictly limited and very specific; i.e., to maintain 
and ensure access for the U.S. Air Force space tracking and telemetry 
station there. The potential for saving resources is considerable. 


Key Issues Identified 


* The U.S. resources expended on its limited interests in the Sey- 
chelles ($1.3 million) are far in excess of what is required. Diplomatic 
and administrative support could be provided by a two-officer post. 

* U.S. interests do not require the presence of an ambassador; the 
chief of mission of a larger post could be accredited additionally as 
ambassador to the Seychelles. 
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The island republic of Mauritius has a bustling economy and no un- 
employment or serious poverty. Its democracy is healthy, the mili- 
tary is apolitical, and crime is low. Embassy Port Louis is a productive 
and well-managed post. 
Key Issue Identified 

* Embassy Port Louis has responsibility for relations with the 
Comoros, approximately 1,300 miles away. Responsibility for 
Comoros should be transferred to Embassy Nairobi, where regional 
offices, trensportation, and other facilities are more readily available. 





Ukraine is central to U.S. interests in Eastern Europe. Ukraine's 
military denuclearization and peaceful resolution of the dispute over 
Crimea are primary U.S. policy goals, as are economic and democratic 
development. 

Key Issues Identified 

* The Department of State severely underestimated the physical, 
financial, and personnel requirements of the post. It has grown, largely 
unplanned, from 15 to 90 Americans. 

* The administrative section is seriously understaffed. The post 
should accept no additional staff, except administrative personnel, 
until the Department adequately expands the staffing of the admin- 
istrative section to handle the administrative workload. In response 
to this recommendation, the Under Secretary for Management 
established a task force to resolve the problems identitied and froze 
staffing in Ukraine. 

* Management has not kept pace with the rapid growth of the mis- 
sion. It needs more structure, openness, and delegation. 

* U.S. policy needs to focus more on organized crime and the dan- 
ger it poses to democratization and economic reform in Ukraine. 





As in Ukraine, U.S. policy focuses on denuclearization, democrati- 
zation, and economic liberalization. A small team of hardy profession- 
als has opened an embassy and laid the foundation for good b: lateral 
relations. 


Key Issues Identified 

* Embassy Minsk has a dysfunctional chancery, which has al- 
ready been outgrown. 

* Although the embassy is understaffed to meet its essential re- 
porting and representation requirements, no new staff should be 
added—except for positions already approved or those that provide 
administrative support—until the new ambassador has determined 
whether physical facilities are adequate for required personnel. 

















These three countries have special relationships with the United 
States because of the U.S. refusal to recognize their absorption by the 
Soviet Union during World War Il. When the Soviet Union began 
to break apart in 1991, the United States promptly resumed full dip- 
lomatic relations. There are very active Baltic expatriate communi- 
ties in the United States. 

Key issues Identified 


* These three well-run posts could serve as a model in planning 
and implementing small embassies. They handled, skillfully and 
imaginatively, the sensitive issue of Russian troop withdrawal. 

* The embassies and the U.S. Government need to focus more on 
organized crime and the danger it poses to democratization and eco- 
nomic reform. 

* Opening and staffing these new embassies created a few prob- 
lems, now largely resolved or pending resolution. 





10 manages U.S. participation in approximately 90 international 
organizations and programs and approximately 700 conferences 
worldwide annually. The bureau's program budget for FY 1995 
exceeds $1.8 billion. 10 is separate from the U.S. Mission to the 
United Nations (USUN) but provides guidance and support to USUN 
and other U.S. missions to international organizations. 


Key Issues Identified 


* Unab'e to reduce increasing peacekeeping costs, Congress put a 
cap on the rate of U.S. assessments. The Department must move 
vigorously to achieve peacekeeping assessment reductions before the 
October 1, 1995, congressional deadline. The Department has shown 
willingness to seek reduction (from 31.7 percent to 25 percent) and 
is taking vigorous action to do so. 

* Peacekeeping management within the Department fails to 
engage available resources and expertise at a sufficiently early stage. 
The Department needs to review current institutional 

° 10 should seek to ensure that an acceptable number of qualified 
Americans are employed by the United Nations while continuing to 
stress the need for accountability within the UN system. 

* Much of 10's ability to exercise policy control over international 
meetings has eroded due to the shift of funding from the Depart- 
ment to other agencies. Although $6 million is set aside for con- 
ferences, the actual cost is estimated to be at least $24 million. 
Besides poor accountability, lack of central oversight inhibits 
development of a unified U.S. policy voice. 10 should maintain 
tighter control over the composition of delegations and should be 
given authority to monitor overall costs of U.S. participation in in- 
ternational conferences. 
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Bureau »>f International 
Organization Affairs 





Bureau of African Affairs 





The Bureau of African Affairs is well managed and looks after its 
people as well as its policy responsibilities. It is trying to move frcem 
crisis management (20 in 2 years) to crisis prevention. It could use 
some help in fostering better cooperation with AID and the National 
Security Council on African policy matters. AF has been successfui 
in reducing layering and devolving pclicy responsibilities to the 
office director level. Inspectors also strongly praised its bureau pro- 
gram plan. 


Key Issues Identified 


* The principal policy directive on Africa, National Security Di- 
rective 75, was signed toward the end of the last administration. ii 
States that the United States will maintain an “active diplomatic pres- 
ence in each country.” It does not differentiate among regions or 
countries, set priorities, or address the issue of resident or regionally 
accredited chiefs of mission. Several inspections of AF countries 
have raised this issue. The National Security Directive on Africa 
needs to be redrawn to reflect the current administration’s foreign 
policy imperatives. 

* The 1990 OIG inspection of AF (ISP/1-90-42) highlighted diffi- 
culties in coordination with AID and recommended that Department 
principals work out the difficulties between the two agencies. The sit- 
uation appears even worse now; ¢.g., in 1993 nine AID missions were 
closed in African countries without consultation with chiefs of mis- 
sion in those countries or with the AF bureau. 

* There has been a misallocation of resources to economic affairs, 
in view of the limited economic potential of sub-Saharan countries. 








Policy Review on Africa Recommended 


Signed in December 1992 in the waning days of the Bush administra- 
tion, National Security Directive 75 (NSD-75) established the basic guid- 
ance for U.S. policy in sub-Saharan Africa for the 1990s. NSD-75 noted 
the implications for Africa of the end of the Coid War and provided a 
broad framework of regional goals, including peaceful change, political 
Stability, conflict resolution, democracy, improved governance, and in- 
creased cornmerce. It also affirmed that the United States would main- 
tain an appropriate and active diplomatic presence in each country in 
Africa, but did not differentiate among regions and countries or set prior- 
Kies among potentially competing programs. 

inspectors reviewing the Bureau of African Affairs during this report- 
ing period found that, given current political and budgetary realities, 
NSD-75 was inadequate as the primary source of policy guidance for 
Africa. The inspectors recommended that the Department initiate a thor- 
ough review and revision of NSD-75. 




















OIG conducts followup reviews to evaluate and report on implemen- 
tation of recommendations from previous inspections. These reviews 
ensure that inspected posts are carrying out policy and resource recom- 
mendations and serve as quality assurance measures for the OIG. 

Consulate General Hong Kong’s efforts to resolve outstanding 
differences are laudable. Of the 31 original inspection recommen- 
dations, all have been closed or confirmed closed by the followup 
review team. 


In Seoul, the original inspection found that, under immense pressure 
to issue more and more visas with reduced staffing, interoal controls suf- 
fered. The followup review found remarkable progress in better balanc- 
ing the dual needs. Although problems persist, a more positive attitude 
toward internal controls is apparent. 


In Taipei, the followup review found good faith efforts by the 
American Institute in Taiwan, Taipei, to implement the recommen- 
dations, but some administrative and consular recommendations are 
complicated by legal and policy concerns. 


The followup review of the Bureau of Administration’s Office 
of Information Management (A/IM) found an uneven record of 
implementation of recommendations. The size and complexity of 
A/IM’s functions, as well as its move from the Bureau of Diplomatic 
Security, made it understandably difficult for A/IM to implement all 
of the recommendations rapidly. A/IM is trying to reorganize inter- 
nally and to eliminate several midlevel positions. Its recently approved 
plan for reorganization, together with the revised CFR recommen- 
dations, provides a framework for a more streamlined, rational orga- 
nization. 








Inspectors as Counselors 
Contrary to the stereotype of the inspector in search of wrongdoers, OIG 


ers are abroad for the first time, and many more are serving in a new 
function or are managing other officers or FSNs for the first time. They 
look to the inspectors for advice on work-related or management ques- 
tions that they may be reluctant to ask the ambassador or deputy chief 
of mission (DCM). Sometimes ambassadors and DCMs also need coun- 
seling and have no other discreet source. A number of posts have sent 
telegrams to the OIG expressing appreciation for the assistance and 
advice given by the inspectors. 











Followup Reviews 

















SD « . > 
= —-~ x ae —— ) 
r? rr = 
4 » 


OP gn Pm 


Cetera | SEE INSET BELOW 


ia 
4 
; 

















Kingston, 
s| ; , 
Solved Menaque ‘ 2 » —pPort-of- Spain 
Bovongut . orocas, 
Ponen Georgetown 
Bogetce | : 
, a 
eLimao 
lo Pare 
Eastern Seoboord, 
United Stotes Witte Pome . 
New Yorke 
Von tevideo 
Priadeiprias elakewood “are ] 
i ETS ice oe 
f 
2 hogting! P , 


























Locations of OIG Activities, 
April 1, 1994 - September 30, 1994 


During this reporting period, the Office of Inspector General conducted 
operations at 106 overseas and 30 domestic locations, as listed below. 





Angola, Luanda Burma, Rangoon Barranquilla 

Argentina, Buenos Aires Mandalay Croatia, Zagreb 

Austria, Vienna Cambodia, Phnom Penh Djibouti, Djibouti 
Azerbaijan, Baku Cameroon, Yaounde Dominican Republic, 
The Bahamas, Nassau China, Beijing Santo Domingo 
Bahrain, Manama Chengdu Egypt, Cairo 

Belarus, Minsk Guangzhou E! Salvador, San Salvador 
Belgium, Brussels Shanghai Estonia, Tallinn 
Bermuda, Hamilton Shenyang Finland, Helsinki 

Bolivia, La Paz Colombia, Bogota France, Paris 





cone 


Guyana, Georgetown 
Haiti, Port-au-Prince 
Honduras, Tegucigalpa 
Hong Kong 

Hungary, Budapest 
India, New Delhi 





New Orleans, LA 
New York, NY 
Oakland, CA 
Philadelphia, PA 
Sacramento, CA 
Salt Lake City, UT 
San Antonio, TX 
San Diego, CA 
San Francisco, CA 
San Jose, CA 
White Plains, NY 
Wilmington, DE 
Uruguay, Montevideo 
Venezuela, Caracas 
Zambia, Lusaka 
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Security Oversight 








An Office of Security Oversight (OSO) audit of the Department’s lo- 
cal guard program recommended cost-saving strategies that could re- 
sult in significant savings for the $90-million program. Security 
oversight inspections focused on posts in Africa, the Middle East, 
and Eastern Europe and the newly independent states of the former 
Soviet Union. Inspectors identified a common security issue at the 
five African posts reviewed during the reporting period. In all, the 
office issued reports on 6 audits, 17 inspections covering 20 posts, 
and 4 followup reviews. 





AUDITS 


Audit of the Local Guard 
Program 


impact of Defense Courier 
Service Charges on the 
Department of State 


This audit evaluated the Department’s approximately $90-million 
local guard program, which augments local resources employed by 
host governments to protect U.S. diplomatic facilities and residences 
occupied by American employees and their families. The Department 
uses approximately 16,000 local guards worldwide to provide these 
services. Since a prior audit of the LGP in 1989 (OSO/A-90-12), the 
Bureau of Diplomatic Security (DS) has contained LGP costs and has 
helped ensure equity among posts abroad through implementation 
and enforcement of the local guard standards agreed upon through 
the interagency Overseas Security Policy Group. 


The audit report made recommendations for additional cost- 
Saving strategies: 


* Reducing exceptions to, and more vigorous enforcement of, local 
guard standards could save as much as $14 million per year; 

* Increased use of central alarm monitoring systems, combined 
with mobile patrols and other cost-effective alternatives to fixed resi- 
dential guard posts, could save $8-$13 million; and 

* Improved program and contract administration at posts abroad, 
such as billing other agencies a pro-rata share of LGP costs, could 
save the Department another $260,000. 


The audit report recommended corrective actions to address these 
shortcoming». 





During the ongoing audit of the Department’s diplomatic courier 
operations, OIG learned that the Defense Courier Service (DCS) 
intended to charge the Department for services that previously were 
provided free of charge. Based on the Department’s historical usage 

















of DCS services, the annual charges could be as high as $7 million. 
Although the DCS charges were to begin October 1, 1994, the Depart- 
ment had not taken action to budget the necessary funds to pay the 
charges, to develop a system to bill non-Department diplomatic pouch 
users for their share of the charges, or to search for economically via- 
ble alternatives to DCS services. A memorandum report was issued 
in advance of the full audit report so that action could be taken im- 
mediately to respond to the proposed billing. Following issuance of 
the report, the Department set up a joint task force with the Depart- 
ment of Defense to reach agreement on this issue. DCS has agreed to 
postpone charging the Department until after FY 1995, pending the 
results of further discussions. 





INSPECTIONS 


The peace initiative recently undertaken by Israel and the Palestine 
Liberaticn Organization has generated more frequent travel to the 
Gaza Strip by embassy personnel and will require allocation of addi- 
tional security assets and resources. 


* Construction flaws and waivers of security standards in com- 
pleted sections of the chancery renovation could lead to technical 
security and emergency preparedness vulnerabilities. Correction 
of these deficiencies will add to the overall cost of the renovation. 

* The embassy should conduct a cost-benefit comparison between 
contracting for a commercial guard force and keeping its current 
direct-hire local guards. 





Physical and technical security at the main consulate facility in west 
Jerusalem will be considerably improved when the major security 
construction program currently undez way is completed. Nevertheless, 
because of the time-consuming details involved in a building renov a- 
tion as comprehensive as Consulate General Jerusalem’s, several 
important procedural security programs have lapsed and require 
immediate attention. 





The large, new, state-of-the-art embassy building in Amman is a 
textbook application of security standards. Physical and technical 
security at the compound, with few exceptions, is excellent and is 
as technically advanced as possible. The inspectors recommended 
decreasing the contingent of local guards to achieve cost savings. 

















A recommendation to construct another office building annex on the 
new embassy compound, to ensure the security needs of a U.S. mili- 
tary office, was proposed by the former ambassador. According to 
officials from the Office of Foreign Buildings Operations, construct- 
ing an unplanned annex on the new embassy compound to meet the 
classified needs of the military office would cost $12.8 million. The 
military office requested permission to find off-compound office 
space and identified an alternative off-compound “ite where all secu- 
rity concerns could be fully met at almost no cust to the U.S. Gov- 
ernment. The inspectors examined this issue from a security 
perspective and determined that there were no compelling secu- 
rity reasons to collocate the military office on the future embassy 
compound. 


The official embassy housing pool will be increasing significantly 
over the next year. All of the new residences will require surveys and 
security upgrades to meet standards. The inspectors recommended 
that the post hire a residential security coordinator to assist the secu- 
rity office with administering this growing program. 


Emergency preparedness is taken seriously. While the inspectors 
were at post, the embassy conducted a crisis management exercise. 


The inspectors concluded that the mission was doing an outstanding 
job of managing its security program, primarily because it under- 
stands the severity of the potential threat and has utilized its security 
resources well to counter the threat. 





The security programs in Riyadh and its two constituent posts, Jed- 
dah and Dhahran, are functioning at a level that will require only min- 
imal attention to bring them into compliance with current standards. 
A portion of this efficient program is a carry-over from the high state 
of readiness attained by the post during the military action against 
Iraq. An in-depth look at security office staffing resulted in a recom- 
mendation that, if certain conditions were met, one security officer 
position could be eliminated. The constituent posts are scheduled for 
extensive construction projects over the next several years, which 
could affect the security workload. 





Embassy Doha, largely because of the efforts of an enthusiastic and 
experienced post security officer, enjoys an excellent security pro- 
gram. The local guard force, in cooperation with the host government 
national police, carries out the perimeter security and access control 
procedures with a minimum of supervision. Some weaknesses were 
found in the embassy’s emergency preparedness program, especially 
regarding the conduct of required emergency drills. 

















The United States officially reestablished diplomatic relations with 
the three Baltic republics shortly after they declared independence 
from the former Soviet Union in 1991. The Department moved quickly, 
within budget constraints, to set up fully functioning embassies in 
Tallinn, Riga, and Vilnius. This daunting task was further compli- 
cated by the fact that the Baltic republics were themselves struggling 
to create independent identities and infrastructure. In addition, 
the fledgling U.S. missions had to be fully operational on the diplo- 
matic and policy front while attempting to accomplish such basic 
tasks as establishing secure office space and finding basic housing 
for employees. 


The urgency with which the Department established these mis- 
sions dictated that some security considerations take second place to 
the broader interest of establishing diplomatic relations. The buildings 
selected did not meet many of the minimum physical or technical 
security standards. 


All three posts presently are undergoing extensive chancery reno- 
vation while simultaneously carrying out a full range of normal dip- 


lomatic activities. Although many of the physical, technical, and 
procedural security shortcomings are being addressed during the ren- 
ovation process, interim security measures have been less than effec- 
tive in some cases. Additionally, these new posts face the task of 
building effective security programs without the benefit of assigned 
security officers, Marine security guards, or even experienced local 
staff members. 


The inspectors also noted deficiencies in the security aware- 
ness briefing programs at all three posts. The briefings did not con- 
tain sufficient information to adequately prepare either newly 
assigned personnel or official visitors to protect themselves from 
the technical and human intelligence threats and the risk imposed by 
increasing crime. 





Embassy Ljubljana was established in 1992 after Slovenia proclaimed 
its independence from the former Republic of Yugoslavia. In the haste 
to locate an interim facility from which to operate, little consideration 
was given to security. The most significant physical security defi- 
ciency is that the embassy offices, including the ambassador’s, liter- 
ally share hallways and rest room facilities with non-U.S.-Government 
occupants of the building. Although a permanent facility has been 
located, a reasonable period of time for occupancy cannot be met. The 
inspectors recommended that the post move into another temporary 
location that would afford better physical security. 
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The events in the former Republic of Yugoslavia, including the sanc- 
tions imposed upon Serbia and Montenegro, have affected the work- 
load of the security program at Embassy Belgrade. In their current 
environment, several aspects of the post’s emergency preparedness 
procedures need immediate attention. Major physical security reno- 
vations are required to improve public access control. Stronger man- 
agement and supervision of the local guard program is needed. Tech- 
nical security system problems could be attended to in a more timely 
manner by reassigning the post from which Belgrade receives tech- 
nical security support. 





Zagreb. ived embassy status in 1991 following the political break- 
up of the former Republic of Yugoslavia. Formed from what was a 
small consulate and utilizing the same facility, Embassy Zagreb is burst- 
ing at the seams in all aspects of its activities. The inspectors concluded 
that, although the Cold War has ended and rapport with the host 
government appears to be congenial, continued security vigilance is 
warranted. A number of deficiencies were found in the post’s physical 
and technical security programs. A recent survey conducted by A/FBO 
recommended a number of security and safety upgrades that would 
significantly improve the post’s security posture. Post management 
believed these proposed improvements should be held in abeyance, 
as the construction now would interfere with their foreign policy ef- 
forts. The post security officer has done an outstanding job of keep- 
ing the security program afloat as the post awaits the arrival of its first 
assigned regional security officer. 





All of the African posts inspected—Zambia, Cameroon, Angola, Zaire, 
and Mozambique—are threat rated at high or critical for crime, and 
all have less-than-stable local governments. In addition, AID facili- 
ties at these posts share a common serious security vulnerability 
in emergency preparedness issues: emergency planning and notifi- 
cation were found to be deficient, and the posts failed to conduct 


required emergency drills. 





Mozambique, one of the world’s poorest nations, is just emerging 
from the devastation of almost 27 years of warfare. With the United 
States as the largest donor nation, the United Nations is pumping more 
than $1.1 billion annually into the economy. The political situation 
remains unstable as government and rebel factions jockey for posi- 
tion in conneciion with the upcoming elections. Violence could flare 
up at any time. Street crime is rampant. 


The U.S. mission in Maputo, and particularly AID, is growing rap- 
idly, and personnel are spread throughout a number of official build- 
ings created from modified residences. This is an inefficient 





oe | 














arrangement from a security vantage point, as all of these locations 
require special security attention. Money and resources can be saved 
by consolidation. 

The post’s unclassified computer security program suffered in the 
past from negligence and apparent disregard for security controls. 
However, the majority of the post’s security program is in very good 
shape, with present senior management taking a direct interest. The 
inspectors noted that the regional security officer was particularly 
effective. 





Once the largest post in the Department’s Bureau of African Affairs, 
Embassy Kinshasa is now a fraction of its former size and finds itself 
with a surfeit of official facilities and residences. As a result of coun- 
trywide civil unrest in 1991 and 1993, along with a massive exodus 
of the foreign business community, staffing at Embassy Kinshasa was 
reduced to 35 direct-hire Americans from more than 200 in 1991. 
Changing U.S. policies in the region dictate that the post remain at 
this lower level of staffing. 

Although civil unrest and crime are serious concerns, Embassy 
Kinshasa’s facilities are well situated, with residences and offices in 
a relatively safe area of the city. The post has a strong security team 
and well-protected facilities, but, as a by-product of rapid downsiz- 
ing that has outpaced consolidation of facilities, the local guard force 
is overstaffed and, therefore, more expensive than it needs to be. The 
post also needs to improve procedural security. 





As in most African posts, personal safety and security on the streets 
and in the homes are the major concerns. At Embassy Lusaka, prob- 
lems were observed in the monitoring of the local guard program, 
performance, and costs. Public access and vehicle screening controls 
into the embassy and AID compounds also were deficient. The post 
lacks a proper communications center, but this will be corrected by 
new construction scheduled to begin in the near future. 





Public and residential safety and security are the major issues that 
concern U.S. personnel serving in Yaounde. Other diplomatic mis- 
sions and the expatriate community all report frequent incidents of 
crime, including burglary, vehicle hijacking, and robbery. AID is cur- 
tailing operations in Cameroon at the end of September 1994. Their 
building presently is being sought to combine many of the separate 
post operations, such as U.S. Information Service activities, consular 
operations, and storage for expendable supplies. If the embassy can 
consolidate these operations into an already secure facility, such as 
the AID building, overall mission security costs can be reduced. 














Luanda is a dangerous place, and the safety of mission personne! is 
an important consideration. Angolan Government security forces are 
unreliable and are frequently part of the security risk. The current 
chancery facility consists of a conglomeration of house trailers, 
mobile homes, prefabricated buildings, and two semipermanent struc- 
tures—all with limited life spans, usefulness, and security features. 
The chancery meets no physical security standards, with the possi- 
ble exception of the height of the perimeter wall and the presence of 
a safehaven. Site selection for a new chancery and administrative 
facility needs to be expedited. 





FOLLOWUP REVIEWS 
China 


China is a critical component of U.S. foreign policy, and one could 
expect a commensurate flow of resources to posts in that country. 
Sadly, this is not the case. During a recent followup review, inspec- 
tors noted deficiencies in the availability of security-related equip- 
ment at mission facilities, particularly at the consulates general. 
In Beijing there was also a need for additional security engineering 
personnel. The inspectors were concerned with the absence of a 24- 
hour cleared American presence at posts where classified operations 
were taking place. Consulate General Chengdu’s relative isolation 
strongly argued for establishing emergency communications. 





The original inspection (OSO/1-94-07) reported that Embassy Bogota’s 
security resources were heavily committed to the protection of the 
mission's physical assets and that significant resources were devoted 
to the security of American personnel. The post was operating a 
mandatory home-to-office transportation program, established when 
the threat to Americans appeared to warrant it, which involved 
the use of a bodyguard-staffed follow car and consumed enormous 
resources. Despite the ambassador's staunch support for the security 
program, the followup inspection found poor implementation of the 
inspection report's recommendations. In particular, the post had 
not discontinued using the security follow car for the home-to-office 
transportation system. The highest number of reissued and new recom- 
mendations involved the technical and procedural security categories. 
Security conditions at the military liaison group offices were also 
of concern. 
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These two posts are credited with having the highest percentage of Jamaica and Peru 


implemented inspection report recommendations of any post at which 
the Office of Security Oversight has conducted a followup review. 

In Jamaica, one new issue that the followup review addressed 
is the protracted process of obtaining a new local guard contract. 
The embassy is in the middle of a second expensive 6-month bridge 
tion and selection process. Despite the Department's belief that initial 
analysis did not include all costs, estimates developed by the embassy 
indicate that as much as $545,000 can be saved, over the estimated 
$2.5 million that a new contract guard service will cost, if the embassy 
were to change to a personal services contract guard force. 








Anti-Terrorism Assistance Program 
OSO has issued reports since 1991 dealing with the procurement of goods and services by Anti-Terrorism 
Assistance (ATA) officials. Some of the Federal laws and regulations governing procurements through 
contracts, cooperative agreements, and agreements and prudent business were routinely 


to ensure that the government paid onty for what it recerved These procurement shortcomings resulted in more 
than $2 5 million in questionable costs, as shown in the following table. 





Questonabte 
Apt Number Title Oete issued Costs 
OSO/A-91-05 Recovery of interest on ATA Funds Advanced to Louisiana State Police 1e1 $103,000 
OSO/A-91-18 Raport on Costs Claimed by The Training Group, inc 7" $459 000 
OSO/A-91-19 Report on Costs Claimed by Cronin Cay Group, inc 71 $133,000 


OSO/A-91.26 The Ant-terrorism Assistance Program oe" _ 
OSO/A-93-17 Planned ATA Cooperative with the internationa/ Association of Chiefs of Police 
OSO/A-94-13 Followup Audit of the Anti Terrorism Assistance Program 

OSO/A-94-26 Report on Cost Claimed for Reimbursement by Louisiana State Police 
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Special Operations Review Team | 











At the request of the Department, the Special Operations Review 
Team rr viewed regulations concerning the designation of safehavens 
in evacuation situations and, specifically, the decision to evacuate 
Embassy Belgrade dependents to Budapest, Hungary. The team also 
examined the circumstances surrounding the death in December 1993 
of a U.S. Government employee at Embassy Cairo. 





At the Department's request, OIG examined whether the Depart- 
ment’s decision to evacuate Embassy Belgrade dependents to Buda- 
pest, Hungary, was appropriate and whether the Department had 
equitably applied the regulations in previous evacuations for Ameri- 
can dependents who wanted to go to a location other than the official 
safehaven while in evacuation status. The inquiry concluded that the 
standardized regulations give the Secretary of State broad authority 
in deciding where to send evacuees. 


The cecision to order evacuces to Budapest was not only within 
the Secretary's authority, it was practical and cost effective. Based 
on analysis of the legislation and cases in which alternative safe- 
havens were refused, OIG suggested that the Department review the 
reasons for one refusal. On the broader issue of whether the Depart- 
ment is equitably applying the regulations for alternate safehaven 
requests, OIG was unable to determine if the problem is systemic, 
because the Department does not keep complete and centralized 
records on this subject. 





The OIG performed a special review into the circumstances surround- 
ing the death of an AID employee at Embassy Cairo, who died on 
December 25, 1993, while receiving medical treatment at the embassy 's 
health unit for an illness that initially appeared to be a common 
stomach ailment. Two days later, the embassy learned that the em- 
ployee’s U.S. Government-owned apartment had been fumigated with 
a highly toxic pesticide by an embassy contractor. 


Embassy Cairo and the Department's Bureau of Administration 
and Office of Medical Services performed separate inquiries into the 
death. OIG initiated its review after receiving information that the 
Department's investigation into the matter may not have fully ex- 
plained the circumstances of the employee's death. The OIG review 
found that the three inquiries initiated by the Department and the post 











were incomplete and too fragmented to present a clear and compre- 
hensive picture of what actually happened. While the Department's 
Mishap Investigations Analysis Board report had identified several 
deficiencies, the Board may not have been totally independent and 
thorough in conducting its investigation. 

The primary objective of the OIG review was to independently 
evaluate the facts relating to the death. Notwithstanding indis- 
putable evidence that the employee's apartment was inappropriately 
fumigated with a highly toxic chemical, the cause of death could not 
be determined with certainty. Nevertheless, the review determined 
that Embassy Cairo’s health care personnel had responded reasonably, 
given the circumstances, and that the assembled medical team had 
provided reasonable medical treatment prior to the employee's death. 

The OIG report addressed issues related to the emb«ssy health care 
program and made recommendations, in addition to the corrective 
actions already taken by the Department, to improve the Department's 
safety and health programs. 
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| investigations | 








A joint OIG investigation with the Department of Defense found no 
merit in allegations of conflicts of interest, unethical practices, and 
contract fraud by several U.S. Government employees on a proposed 
$25-million international project. Two other investigations examined 
fraudulent use of alleged State Department connections in the theft 
of a $478,000 aircraft and a scam to defraud two Florida churches 
of more than $125,000. During this reporting period, the Office of 
Investigations opened 88 cases, closed 58, and reviewed 94 allega- 
tions of waste, fraud, abuse, and mismanagement. The investigations 
resulted in 4 criminal convictions, 4 civil settlements, and 36 admin- 
istrative actions. Court-ordered settlements and administrative reim- 
bursements resulted in the recovery of $366,999. 





Conflict of Interest East Asia and the Pacific. An OIG investigation determined that a 


post administrative officer maintained a direct financial interest in a 
hotel used by Department personnel on temporary duty, thereby cre- 
ating the appearance of using public office for private gain. A report 
to the Department resulted in a letter of admonishment. 


* An allegation was received indicating that a principal officer 
hosted a diplomatic reception for a relative who was an immigration 
law attorney practicing in California. The OIG investigation deter- 
mined that the officer had also attempted to influence the issuance of 
visas for clients represented by the relative. Investigation further de- 
termined that the officer misused a government vehicle by allowing 
family members to use the car for personal travel. A proposal has been 
submitted to suspend the officer without pay for 15 days and to order 
reimbursement to the Department for use of the car. 








Exculpatory Investigations 





While many investigations lead to findings of criminal 


during this period in re- 
sponse to anonymous complaints to the OIG Hotline 

* An OiG investigation into allegations of numer- 
ous instances of misconduct by a Department offi- 


results of the OlG investigation, the award process 
proceeded. 

* A joint investigation with representatives of the 
U.S. Department of Defense OjG reviewed allega- 
tions of conflicts of interest, unethical practices, and 
contract fraud on a proposed international project 
by several U.S. Government officials, including a 
State Department official and a U.S. ambassador. 
Extensive investigation of the circumstances sur- 

ing the preparation and handling of a $25-mil- 
lion conty-ict proposal determined that none of the 
subjects tad ever been affiliated with the bidder, that 
they had played no role in contract negotiations, and 
that they had not subverted the competitive contract 
process, as alleged. 

















Washington, D.C. An FMP contract employee improperly searched 
computer files and obtained procurement documents pertaining to an 
FMP contract. The employee printed out and removed two sections of 
a draft procurement and provided the documents to a prospective bid- 
der. The U.S. Attorney’s Office declined prosecution in favor of appro- 
priate administrative action. The employee was removed from the 
position, and the prospective bidder and its subcontractors were pro- 
hibited from bidding on the contract. 





Middle East. On June 4, 1994, the employment of an FSN was terminated False Claims and 


following an investigation that substantiated allegations that the em- Statements 


ployee had submitted false claims overcharging the U.S. Government for 
publications purchased for the Library of Congress. Restitution of the 
full amount was obtained. The investigation determined that the em- 
ployee had also submitted false health insurance claims, but they were 
not processed, and no monetary loss was incurred by the U.S. Government. 


Latin America. A Hotline complaint prompted an investigation into al- 
legations of improper use of official residence expenses vouchers by 
an ambassador. The ambassador improperly used the vouchers to pur- 
chase personal items for the official residence and was required to 
reimburse the Department. 


Springfield, Virginia. The Office of Investigations initiated a joint in- 
vestigation with the Department of Defense OIG of allegations that a con- 
tractor had submitted duplicate bills for moving and storage services 
rendered to various Federal Government agencies, including the Depart- 
ment of State. The investigation, pursued by the U.S. Attomney’s Office, East- 
ern District of Virginia, resulted in a monetary settlement. In August 1994, 
the Department recovered $28,800 for its share of the overpayments. 





Washington, D.C. \n three related investigations, OIG deter- 
mined that several Department employees had participated in 
an arrangement whereby two employees on temporary duty 
rented rooms in the house of the third and improperly filed 
claims for lodging expenses. It was further determined that 
the employee who owned the residence had failed to report 
the rental income on federal income tax returns and had made 
false statements during the investigation. The U.S. Attor- 
ney’s Office declined prosecution in favor of administra- 8 canal 
tive action. All three received 10-day suspensions. 






Management 
Requests - 20% 





* An investigation based on a call to the OIG Hotline 
determined that a secretary, who was responsible for pre- 
paring time and attendance cards, had received unearned 
overtime compensation. When confronted, the employee 
acknowledged fraudulently receiving overtime payments 
over a 3-month period, resigned from the Department, and 
was billed for the amount of the fraud. 


Sources of Allegations 
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Geographic Distribution of Investigations 

















Boundary representations are - 
. not necessarily authoritative 














Visa Malfeasance 
or Fraud 


Theft of Government 
Property 





Caribbean. An investigation jointly conducted by OIG and the 
Bureau of Diplomatic Security determined that an FSN consular 
employee had forged the signature of an American officer on three 
nonimmigrant visa applications. After post management was briefed 
on the results of the investigation, the employee resigned. 





Washington, D.C. A Department bureau provided information lead- 
ing to investigation of a contract employee who allegedly used Depart- 
ment telephones to make personal, long-distance telephone calls 
and certified them as official business. The investigation confirmed 
the allegations and also discovered that the employee had recom- 
mended a former spouse for a position with a firm the employee had 
endorsed to receive a contract with the Department, thus creating a 
conflict of interest. An administrative report was issued, and the 
employee's contract was terminated. 


New Orleans, Louisiana. An investigation conducted jointly by 
OIG and the Postal Inspection Service determined that Passport 
Agency employees, over a 2-year period, had removed used, uncan- 
celed express-mail and other postage from incoming mail and con- 
verted it to personal use or traded it for new stamps at the F ost Office, 
claiming that the exchange of stamps was done on behalf of the Pass- 

















port Agency. As a result of the investigation, a former employee 
was found guilty of one felony count of theft of government property. 
Another employee pleaded guilty to one misdemeanor count of theft 
of government property and resigned from the Passport Agency. 
Administrative actions proposed on 11 other employees implicated 
in the scheme include two terminations, six suspensions, and three 
official letters of reprimand. 


East Asia and the Pacific. Investigation of an embassy cashier 
section disclosed that the Class B cashier had stolen approxi- 
mately $50,000 in U.S. currency from the embassy safe. OIG 
investigators presented the matter to the local police authorities 
for criminal prosecution in the local court system. 





Miami, Florida. Following a Hotline complaint from a church offi- 
cial in Miami, Florida, OIG conducted an investigation that resulted 
in a 20-count indictment in the Southern District of Florida. Five 
defendants were indicted on charges of mail fraud, wire fraud, con- 
spiracy, interstate transportation of stolen money acquired by fraud, 
and money laundering. From July 1992 through May 1994, the 
defendants induced church leaders and congregations to send money 
to the defendants in Newark, Delaware, under the pretense that the 
churches would receive multimillion-dollar grants from the “Pro- 
Religion Development Fund”—allegedly sponsored by the Depart- 
ment of State—to help the churches achieve various charitable goals. 
The deiendants told the church leaders that, in order to obtain a grant, 
the church needed to pay certain up-front fees to show that they would 
be able to effectively utilize a large grant of money. As a result of 
these misrepresentations, the two churches were defrauded of more 


than $125,000. 
(continued) 
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Cash seized during the arrest of individuals involved in scheme to defraud 
churches under the guise of a State Department program. (Photo by Donna Spiewak) 





Fraud 
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Fraud (continued) Three of the five defendants were arrested by OIG agents and are 
awaiting trial in Federal District Court in Miami, Florida. Efforts to 
arrest the two remaining defendants continue. Three search warrants 
were executed on two vehicles and a defendant’s home, resulting in 
the discovery of additional evidence and the seizure of two vehicles 
and a large quantity of cash. 





Followup Actions to Europe and New York City. An OIG investigation determined that 

Previously Reported Items =an FSN consular employee, acting in concert with an American busi- 
nessman, manipulated the visa issuance system to extort money from 
nonimmigrant and student visa applicants. As part of a plea agree- 
ment, the businessman was sentenced to 3 months of home detention, 
placed on supervised probation for a period of 3 years, and fined 
$20,000 by the Federal District Court, Eastern District of New York. 
See page 34, Semiannual Report to the Congress, October 1, 1993, 
to March 31, 1994. 


Latin America. As a result of an OIG investigation, an arrest 
warrant was issued in August 1993 for an individual who used a fal- 
sified State Department purchase order and impersonated a U.S. 
embassy official to fraudulently purchase an aircraft valued at 
$478,000 from a New Jersey aviation company. The investigation 
identified the individual as a career criminal and fugitive who had 
been convicted of the 1974 kidnapping of an American diplomat who 
was subsequently murdered. OIG investigators were assisted by the 
Federal Bureau of Investigation in locating the airplane in Mexico, 
where it was seized by Mexican 
authorities and returned to the 
New Jersey company. 





Further investigation disclosed 
that the subject was in Germany. 
OIG coordinated efforts with 
Interpol and the regional security 
officer at the U.S. consulate in 
Frankfurt, and the subject was 
arrested by German authorities 
on June 6, 1994. Proceedings are 
under way to extradite the indi- 
vidual to the United States. See 
page 30, Semiannual Report to 
the Congress, April 1 to Septem- 


DeHavilland Caribou, valued at $500,000, stolen by individual posing asa State = Der 30, 1993. 
Department official. (Photo courtesy of NewCal Aviation, inc.) 
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The OIG Hotline, operated by the Office of Investigations, is a Hotline 
prompt, effective, confidential channel for Department employees and 
others to report incidents of waste, fraud, abuse, and mismanagement 
to the Inspector General. The Hotline number is 202/647-3320. Sen- 
sitive or classified information can be reported on model III secure 
telephones. Written information may be sent to: Office of Inspector 
General Hotline, U.S. Department of State, P.O. Box 9778, Arling- 
ton, VA 22219. Telegrams to the Inspector General should be cap- 
tioned “OIG Channel—State.” Further details on the Hotline, 
including a list of other Department offices to contact in resolving ad- 
ministrative problems, are provided in a Hotline brochure available 
from the Office of Inspector General. Offices and individuals may 
request copies of the brochure by phoning 703/284-1833 or by writ- 
ing to OIG/PPM/PRA, Room 6817, U.S. Department of State, Wash- 
ington, D.C. 20520-6817. 


The following table provides a summary of Hotline activity dur- 
ing this semiannual reporting period. 
Total allegations received 94 
Held for action within OIG 71 
Referred to other offices for action 14 
Not substantiated—no action necessary 9 


While the Hotline is generally used to report incidents of waste, 
fraud, abuse, and mismanagement, it is often used as well by employ- 
ees who have found that “the system” is not working for them and 
who therefore turn to OIG for assistance. During this semiannual 
period, OIG responded to 67 such requests. 


Employees are asked first to address administra- 
tive problems through appropriate bureau and post 
management channels. When all such efforts fail, 
OIG may be of assistance in resolving long-standing 
problems and often can identify appropriate chan- . 
nels for addressing problems for which channels of Employee Misconduct - 21% 
resolution are less evident. | 














Miscellaneous Theft - 21% 
Suicide Finding in Death of Marine False Statements & Ciaims - 18% 
Central America. \n response to a request from Con- - 
gress, OIG conducted a joint review with Contract & Procurement Fraud - 9% 
representatives of the Department of Defense OIG of 
the circumstances the death of a Marine 
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findings that the Marine guard had committed suicide Types of Cases 


























40 





Management Issues, Testimony, and Legislation | 








OIG Budget and Staffing OIG staffing levels have remained constant during this reporting pe- 
riod, with personnel selected for or occupying 95 percent of OIG’s 
261 authorized positions. During FY 1994, OIG authorized positions 
decreased by three as part of the administration’s National Perfor- 
mance Review initiative. The House and Senate appropriations 
committees’ markup of the Department’s FY 1995 appropriation leg- 
islation provided $23,850,000 and 258 positions for OIG. This repre- 
sents a 1.6 percent increase in funding over FY 1994 and a three- 
position decrease. Funding for OIG in FY 1995 is below the current 
services level; therefore, OIG will have to absorb mandatory and 
uncontrollable wage and price increases and other effects of inflation. 











Testimony 
The Assistant inspector General for Audits testified on 
July 28 before the Senate Committee on Governmental 
Affairs concerning the OlG's audits of the Department of 
State's financial statements prepared in compliance with 
the CFO Act of 1990 (Public Law 101-576) and the De- 


ment is responsible ‘or preparing. OIG issued an 
unqualified opinion on the International Boundary and 
Water Commission FY 1993 financial statements and 
a disclaimer of opinion on the Foreign Service Retire- 
ment and Disability Fund FY 1992 financial statements. 
The Commercial Activities, Revolving “und, and Trust 
Fund FY 1992 financial statements are not currently 
auditable and will not be auditable for several years 


OIG has expended 17 staff years and $530,000 in travel 
and contract audii funds to perform CFO Act audits. In 
FY 1995, the office plans to use 10 staff years and 
$350,000 for contract audit support and travel to audit 
the Department's financial statements or components 
thereof 

The Department is making efforts to improve its finan- 

ies in these systems in its Federal Managers’ 
f«ancial integrity Act reports. The Office of Manage- 
ment and Budget also has included the Department's 
financial management systems on its high risk list. The 
Department plans to have a new integrated financial 


management system to replace the current systems 
by 1999 








* H.R. 2333, F Relations Authorization 
Act, Fiscal Years 1994 and 1995. 

* H.R. 4539, Section 634, Law Enforcement Pay 
Availability Act of 1994, which provides mandatory 
premium pay for qualified 1811 series law enforce- 
ment officers. 

* H.R. 4603, concerning the provisions relating 
to the Department of State appropriations for FY 1995. 

* H.R. 4679, inspector General Reform Act of 
1994 

* H.R. 4680, Whistleblower Protection Enhance- 
ment Act of 1994. 

* Reduction in reporting requirements in 
response to the National Performance Review, 
pursuant to 31 U.S.C. 1352, 


and 31 U.S.C. 1114, requiring an annual evaluation 


by inspectors general of Federal agencies’ use 
of advisory and assistance services. 


* S. 1587, Federal Acquisition Streamlining Act 


During this period, OIG reviewed 45 regulations 
proposed by the Department to ensure compli- 
ance with statutory and external regulations. Part 
of the proposed regulation revisions were the 
result of Department efforts to reduce regulations 
by 50 percent. 
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Appendix 1: OIG Statistical Summary by PCIE Category 

















Successful Prosecutions 4 Allegations of Waste, Fraud, 
Abuse, and Mismanagement 94 
Administrative Sanctions 47 
Suspensions 17 investigative Recoveries $366,999 
Terminations 5 Settlements $7,442 
Other 25 Court Ordered $359,557 
Appendix 2: Investigative Actions 
Workload Total Judicial Actions 72 
Cases pending 3/31/94 182 
New cases opened 88 Criminal 
Cases closed 58 Prosecutive referrals 21 
Cases pending 9/30/94 212 Prosecutive deciinations 15 
Overseas: 134 Prosecutive dismissals 0 
Domestic: 78 Acquittals 0 
Indictments’ 10 
Total Administrative Actions 47 Convictions 4 
monish Sentencings 5 
on — : Years sentenced 8 mo 
Counselings 0 
; Years suspended 0 
Curtailments 0 
Debarments 0 Years probation 8 
D tions 0 Court-ordered fines $22,375 
Reimbursements 4 Court-ordered restitutions $9,870 
Reprimands 3 Civil 
— sp ~ —v , ' - Referrals 6 
Terminations ,  Declinations 3 
Administrative referrals 13. Complaints 4 
Judgments 0 
PFCRA referrals 0 3 | 4 
PFCRA declinations 0 Toast Recow ~~ ates $327 312 
PFCRA reimbursements 0 . ' 
Savings 0 ‘indictments include formal criminal charges brought against 


a subject The manner in which charges are brought against a 
subject varies from country to country 





Administrative recoveries $7,442 
Judicial recoveries $359,557 
Total tnvestigative Recoveries $366,999 





4) 








| Appendix 3: Reports Issued ] 








Office of Audits 

4-Cl-016 Defense Trade Controls Followup 7/94 
4-PP-017 Express Mail Services for Small Packages 4/94 
4-FM-018 Foreign Service Retirement and Disability Fund Financial 

Statements for FY 1992 5/94 
4-FM-019 International Boundary and Water Commission's Financial 

Statements for FY 1993 4/94 
4-SP-020 Review of FY 1993 Advisory and Assistance Services 4/94 
4-PP-021 Contract Administration, Keahey Moving and Storage Company Contract 
4-SP-022 Review of Overseas Allowances 8/94 
4-SP-023 Sunday Differential Pay 6/34 
4-SP-024 The National Passport and Visa Centers 7/94 
4-PP-025 Keahey Moving and Storage Company Contract, Amounts 

Claimed November 17, 1988, through June 30, 1993 8/94 
4-FM-026 Foreign Service Retirement and Disability Fund Financial 

Statements for FY 1992 (M) 9/94 
4-FM-027 Foreign Service Retirement and Disability Fund Financial 

Statements for FY 1992 (M/DGP) 8/94 
4-FM-028 Foreign Service Retirement and Disability Fund Financial 

Statements for FY 1992 (FMP) 9/94 
4-C!-029 U.S. Contribution to UNRWA 9/94 

Office of Inspections 

inspections 
ISP/!-94-28 Embassy Cairo, Egypt 5/94 
ISP/|-94-29 Embassy Djibouti, Republic of Djibouti 5/94 
ISP/1-94-30 Embassy Port Louis, Mauritius 6/94 
ISP/1-94-31 Embassy Nairobi, Kenya 5/94 
ISP/!-94-32 Embassy Colombo, Sri Lanka 6/94 
ISP/1-94-33 Embassy Victoria, Seychelles 6/94 
ISP/1-94-34 Embassy Bogota, Colombia, and its Constituent Post 6/94 
ISP/1-94-35 Embassy Caracas, Venezuela 6/94 
ISP/1-94-36 Embassy Kathmandu, Nepal 6/94 
ISP/|-94-37 Embassy New Dehii, india, and Its Constituent Posts 7/94 
ISP/1-94-41 Bureau of African Affairs 8/94 
ISP/1-94-42 Embassy Manila, Philippines, and Its Constituent Post 9/94 
ISP/|-94-43 Embassy Tel Aviv, israel &/94 
ISP/1-94-44 Consulate General Jerusalem 9/94 
ISP/!-94-45 Embassy Vilnius, Lithuania 9/94 
ISP/I-94-46 | Embassy Santo Domingo, Dominican Republic 9/94 
ISP/1-94-47 Embassy Kiev, Ukraine 9/94 
ISP/|-94-49 Embassy Port-au-Prince, Haiti 9/94 
ISP/|-94-50 Bureau of International Organization Affairs 9/94 
ISP/1-94-51 Embassy Riga, Latvia 9/94 
ISP/1-94-52 Embassy Tallinn, Estonia 9/94 
ISP/I-94-53 Embassy Minsk, Belarus 9/94 
ISP/1-94-54 Embassy Nassau, The Bahamas 9/94 
Followup Reviews 
ISP/S-94-38 Consulate General Hong Kong 8/94 
ISP/S-94-39 Embassy Seoul, Korea, and Its Constituent Post 8/94 





ISP/S-94-40 
ISP/S-94-48 


Audits 
OSO/A-94-21 


OSO/A-94-26 
OSO/A-94-29 


OSO/A-94-32 
OSO/A-94-38 


American institute in Taiwan, Taipei 
Spouse Employment 


Office of Security Oversight 


Letter of Findings on RAMC Paris Access Control and 
Operating System Security 

Final Report on Cost Claimed for Reimbursement by Louisiana 
State Police Under Cooperative Agreement Number ATA-192 

impact of Defense Courier Service Charges on the Department 
of State 

Audit of the Local Guard Program 


Report on Cost Claimed for Reimbursement by Shelton State Community 


College Under ATAP Cooperative 


Agreement 
OSO/A-94-040 Letter of Findings on RAMC Bangkok Access Control and Operating 


inspections 
OSO/1-94-15 
OSO/!-94-20 
OSO/1-94-22 
OSO/!-94-23 
OSO/1-94-24 
OSO/!-94-25 
OSO/1-94-27 
OSO/!-94-28 
OSO/!-94-30 
OSO/1-94-31 
OSO/!-94-33 
OSO/1-94-35 
OSO/1-94-39 
OSO/!-94-41 
OSO/!-94-43 
OSO/|-94-44 
OSO/!-94-45 


Compliance 
OSO/!-94-34 
OSO/!-94-36 
OSO/1-94-37 
OSO/!-94-42 


SORT/94-02 


SORT/94-03 


Vendor 


Law Engineering, Inc 
Adsystechi, Inc. 

The Smith Corporation 
Computer Data Systems, Inc. 
Computer Based Systems, inc 





System Security 


Embassy Tallinn, Estonia 

Embassy Riga, Latvia 

Embassy Tel Aviv, Israel 

Consulate General Jerusalem 

Embassy Amman, Jordan 

Embassy Vilnius, Lithuania 

Embassy Ljubijana, Slovenia 

Embassy Belgrade, Serbia and Montenegro 
Embassy Maputo, Mozambique 

Embassy Kinshasa, Zaire 

Embassy Zagreb, Republic of Croatia 

Embassy Doha, Oatar 

Embassy Lusaka, Zambia 

Embassy Yaounde, Cameroon, and Constituent Post 
Embassy Kuwait, Kuwait 

Embassy Luanda, Angola 

Embassy Riyadh, Saudi Arabia, and Constituent Posts 


Reviews 
Embassy Kingston, Jamaica 
Embassy Beijing, People's Republic of China, and Constituent Posts 
Embassy Lima, Peru 
Embassy Bogota, Colombia, and Constituent Posts 


Special Operations Review Team 


Special Inquiry into Designations of Safehavens During 
Emergency Evacuations 

Special Review of the Circumstances Surrounding the Death 
of a U.S. Government Employee at American Embassy Cairo 


Contract Audits Completed for OIG 


Audit Number Type 
1101-94G28000012 
631 1-940280001 28 
6121 -94B21000016 
6271 -94028000105 
6121-94028000104 


£2 


22 #2 2 8 
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£222 


8/94 


Labor Hour Rates 
Labor Hour Rates 
Labor Hour Rates 
Labor Hour Rates 
indirect Rates 
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Appendix 4: Savings and More Effective Use of Resources | 





Tabie | 
inspector General issued Audit Reports’ 
With Questioned Costs’ 
Dotiers 
Number (in thousands) 


A. For which no management decision has been 
made by the commencement of the reporting 


period 5 $6,129.544 $681.326 
B. Which were issued during the reporting 
period 3 2.122.479 — 
Subtotals (A + B) 8 8.252.023 681.326 
C. For which a management decision was 
made during the reporting period 4’ 5.500.949 20.750 
(i) dollar value of disallowed costs 3 247.924 20.750 
(ii) doliar value of costs not disallowed 2 5.253.025 — 
D For which no management decision has been 
made by the end of the reporting period 4 2.751.074 660.576 
Fieports for which no management decision 
was made within 6 months of issuance 2 628.730 660.576 





‘includes audit reports issued by the Office of Audits and by the Office of Security Oversight 


? Questioned costs are costs that are questioned by the OIG because of an alleged violation of a provision 
of a law, regulation, contract, grant, cooperative agreement, or other agreement or document governing the 
expenditure of funds. a finding that, at the time of the audit, such costs are not supported by adequate 
documentation. or a finding that the expenditure of funds for the intended purpose is unnecessary or 
unreasonable 


*One audit involved costs both disallowed and not disallowed 


mm 








Table tl 


inspector General issued Audit Reports 
With Recommendations That Funds Be Put to Better Use’ 


A. For which no management decision has been 
made by the commencement of the reporting 


period 13 $69,535.942 
B. Which were issued during the reporting period 3 10,532.303 
Subtotals (A + B) 16 80,068.245 
C. For which a management decision was made 
during the reporting period 9° 55 948 990 
(i) dollar value of recommendations that were 
agreed to by management 9 51,148.958 
— based on proposed management action 8 50,680.810 
— based on proposed legisiative action 1 468.148 
(ii) dollar value of recommendations that were 
not agreed to by management 2 4,800.032 
D. For which no management decision has been made 
by the end of this reporting period 7 24,119.255 
Reports for which no management decision was made 
within 6 moms of issuance 5 $14,055.100 





‘A “recommendation that funds be put to better use" is a recommendation by the OG that funds could be 
used more efficiently if Department management took actions to implement and complete tiie recommen. 
dation, including reductions in outlays, deobligation of funds from programs or operations. withdrawal of 
interest subsidy costs on loans or loan guarantees, insurance, or bonds, costs not incurred by implement- 
ing recommended improvements related to the operations of the Department, a contractor. or a grantee. 
avoidance of unnecessary expenditures noted in preaward reviews of contract or grant agreements. or 
any other savings that are specifically identified. 

? Two audits involved dollar values both of recommendations that were agreed to by management and of 
recommendations that were not agreed to by management 
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Appendix 5: Resolution of Reports and Recommendations 





Status of Reports and Recommendations 


Recommendations in Reports More Than 6 Months Old 
for Which a Management Decision is Still Pending 


aie 930% 
Reports Recommendations Reports Recommendstions 
Audits 11 ww 11 40 
Inspections 20 79 17 ta 
Security 14 96 5 s 
SORT 1 11 2 26 
Total 46 216 35 138 
Current inventory 
Open Reports 
Finel Action Current Period Fine! Action 
Pending 4194 Issv0d Closed Pending 93094 

Audits 59 14 17 56 
Inspections RS 27 $1 64 
Security $2 27 20 59 
SORT 6 2 l 7 
Total 205 70 89 Ise 
Active Recommendations 

Active Current Period Actwe 

ae l\sev0ed Final Action 3004 
Audits 484 80) 217 317 
Inspections 1,194 719 1,107 806 
Security 899 697 861 735 
SORT 66 10 4 72 
Total 2,613 1,506 2,189 1,930 





Some reports that were opened during this sermannual reporting period were also closed during this period 
* Active recommendations inciude those for which there is no management decision and those on which 


final action has not been completed 








Final ection is recorded when @ proposed course of acfion in 
reaponee to a recommendation has been accepted by O'G and 
Comnieted by management to O'G's satisfaction 

Open reports are those containing one of more recommenda 
tons for which a management decision is pending or for which 
final acton has not been completed 


we aragere ooo Tas oer roms wr Oa 
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Previously Reported Significant Audit Recommendations 
Pending Final Corrective Action 


Repot (i Rc Raport Title 
Number = Number = Recommencgdor Summary 


1-4M-015 


16. 


1-IM-023 





Department of State Automated Personne! System's internal Controls 
Update and maintain the Personne! Actions Handbook. 


Software Development in the Department 


Promuigate and mandate the use of Departmentwide standards for 
software development. 


Review all new major software development projects in all five phases 
of development. 


Department of State's Management of Major Systern Acquisitions 


issue written policies and procedures for implementing the major 
system acquisition process and establish the responsibilities of the 
offices involved in the process. 


Department of State Defense Trade Controls 


Ensure compliance with AECA and ITAR requirements by major 
recipients of U.S military equipment, future licensing should be 
contingent on successful end-use checks. 


Contract Language Services for the Geneva Arms Control Delegations 


Review existing contract terms and conditions for language service 
contractors. Make necessary modifications to ensure that future 
contracts conform to FAR reqirements and that ail terms and conditions 


are in writing 


This manual should be disseminated to all executive directors, 


Managing FSN Compensation at RAMC Paris 

Develop procedures for independently reconciling RAMC reports that 
ensure all transactions are processed accurately 

Reliability of Selected Data Elements in the Central Personnel System 


Develop capability to electronically enter training data directly into the 
central personne! system 


Managing FSN Compensation at RAMC Mexico 


Establish written policies and procedures for uniform processing of 
recurring payroll situations 





331/91 


9/30/91 


3/31/92 


3/31/92 


3/31/92 


4 











3-PP-014 
1&2 


10&11 


4-iIM-008 


OSO/A-90-27 
9 


OSO/A-94-02 
12 


13 


23 


Repor Title 


Machine Readable Visa Program 

Obtain a commitment from INS to test the feasibility of verifying the 
machine authentication code (MAC) and, pending the results, either 
fully imp'ement authentication at all ports of entry or consider 
alternative security features to replace the MAC. 


Maintenance and Repair of Buildings Overseas 


Develop a system to identify and monitor the worldwide backlog of 
maintenance and repair deficiencies, including establishing a baseline 
of maintenance and repair deficiencies and costs, and use information 
from this system to support future budget requests. 


Develop a process to allocate routine maintenance funds based on 
need and develop additional guidance on the use of such funds. 


Management of ADPE Modernization Program 


A/IM should perform requirement end cost/benefit analyses to justify 
the acquisition of mainframe computers in the future. 


Overseas Computer Security 
issue a definition of unclassified but sensitive information so 
regulations can be issued to protect it. 


Overseas Technical Security 

Assign technicians, instead of secu “ity engineering officers, to perform 
equipment installation and maintenance duties plus those technical 
security duties required on a daily basis to control CAA materials and 
access. 


Shift the responsibility for routine technical surveillance 
countermeasures (TSCM) surveys from posts to the regional 
engineering services centers. 


Establish a formal interagency arrangement with the CIA and other 
appropriate agencies to ensure that ordinary TSCM and TEMPEST 
inspections at an overseas post serve the needs of all agencies at 


post 


3/31/94 





BLANK PAGE 





6r 





SUMMARY OF AUDIT REPORTS 
WITHOUT MANAGEMENT DECISION FOR MORE THAN SIX MONTHS 


Recommendation 
number/summary 


Reason 
unresolved 





19. Require conversion and deposit of USDO foreign 
currency investmenis prior to making further currency 
purchases. 


OIG is analyzing information obtained from FMP in order to 
Getermine if the U.S. Government is currently losing money 
due to AID's policy of restricting its foreign currency trust 
accounts from being unfunded. If the situation warrants, 
OIG will pursue this issue further with AID or Treasury. 





20. Carry out policies and procedures to disallow 
of foreign currency while it is needed to meet 
disbursement requirements. 


Same as 19. 





2-FM-007, 11/91, Contract 
Language Services for the Geneva 


Arms Control Delegation 
March 1995 


4. Require independent, detailed T&A records for 
contractors assigned to arms control delegations in Geneva. 


A/OPRILS maintains that the detailed T&A recordkeeping 
for language service contractors recommended by OIG is 
not necessary. OIG is trying to work with the Department 
to come to an agreement on an alternative solution to the 





2-IM-008, 11/91, Managing FSN 
Compensation at RAMC Paris and 
Serviced Posts 


March 1995 


25. Establish and implement procedures to determine when 
to diverge from local practices in establishing FSN wages 


The Department has not responded adequately to the 
recommendation 





2-IM-025, 8/92, Managing FSN 
Compensation at RAMC Mexico and 
Serviced Posts 


March 1995 


1. Implement access controls, appropriately restrict access, 
and follow relevant Department guidance regarding access 
to the FSN pay system 


24. Establish criteria and guidelines for determining public 
interest when developing compensation plans 


Elimination of the group log-on has not been completed 


Management has not adequately responded to this 
recommendation 





3-SP-004, 2/93, Foreign Service 
National Retirement Programs 


March 1995 


2. Obtain alternative retirement programs for FSN 
employees 


3. Determine whether each affected post is required to 
contribute to the local social security program. 


The Bureau of Personnel is working on this issue 


The Bureau of Personnel is working on this issue 














OS 


Report number, 
issue date, title, and 
date to be resolved by 


SUMMARY OF AUDIT REPORTS 
WITHOUT MANAGEMENT DECISION FOR MORE THAN SIX MONTHS 


Recommendation 
number/summary 


Reason 
unresolved 





3-SP-004, Continued 


4. Obtain permission for bilateral agreements permitting the 
withdrawl trom local social security programs. 


The Bureau of Personnel is working on this issue. 








6. Arrange for bilateral agreements permitting the 
withdrawal from local social security programs. 


The Bureau of Personne! is working on this issue. 





3-IM-011, 3/93, The Foreign Service 
National Compensation System 


March 1995 


1. Consolidate policy oversight and administration of ail 
FSN compensation and benefit programs in one location. 











7. Establish the definition for prevailing practice after the 


the practice of granting the monetary equivalent of less than 
40 vercent for benefits 


Management has not adequately responded to this 
recommendation. 





3-PP-014, 9/93, Maintenance and 
Repair of Buildings Overseas 


October 1994 


9. Establish a plan to implement A/FBO's initiative to 
send financial planners to assist technical teams in 
identifying resources needed for comprehensive mainte- 
nance programs. 

12. Ensure that facilities maintenance specialist p per- 
sonnel receive adequate training in developing financial 
plans for post muintenance and repair operations. 


22. Clarity the responsibilities of EURMAC technicians 
and post personne! in performing preventive maintenance 
on property and equipment at East Euro, ean posts 


30. Embassy Damascus, in conjunction with A/OPE, 
should take the necessary actions to obtain ratification 
of the contract for the sidewalk project 


The Department stated that financial planners are not 
necessary and that post general services and budget 
officers, with the technical tearns, could identify the re- 
STEED RECESS WD CPEEED HET ENNERINED PEED 
The Department's response indicates it believes that 
facilities maintenance specialist personne! already 
receive adequate train.ng concerning the budget 
COPREEEGN PFOCSSS. 


The Department's 8 reepones indicates &t believes 


EURMAC's responsibilities were adequately defined 4 
years ago when EURMAC began operations 
Embassy y Damascus ag agreed with ‘the recommendation 
but has not initiated any corrective action pending the 
results of OIG's investigation 





4-PP-005, 4/93, insufficient Controls 
Over Household Effects Packing 
Rates and Payments 


October 1994 


3. Follow the guidance in 6 FAH 162.2. obtain the lowest 
packing rate, and quote the rates and services on the 
packing authorizations 


The Department has not responded to this recommen- 
dation 





SC 





is 





SUMMARY OF AUDIT REPORTS 


WITHOUT MANAGEMENT DECISION FOR MORE THAN SIX MONTHS 


Report number, 
issue date, title, and 
date to be resolved by 


Reason 
unresolved 


Recommendation 
number/summary 





4PP-005. Continued 


6. ae ce mag hee ol ym teed A gpa The Department has not responded to this recommen- 
dation 


accompanied by weight tickets and packing 
and return them to vendors within 15 days of receipt to 
obtain required documentation. 





7 Take acton to collect the $2,151 of erroneous payments The Department has ast eeqpended to Gis recommen: 
to packing companies dation. 





7. Prepare, publish, and distribute a comprehensive K 
Fund Policy and Procedures Manual 

8 Discontinue the use of the Presidential | 

allotment for events that do not meet the criteria of 22 
U.S.C. 2671 or obtain legisiation to expand the authorized 
use of the Fund 


Management's response did not adequately address the 





4PP-015, 3/94. Review of 
Lobbying Activities 


November 1994 


2+3. Ensure that overseas posts include lobbying clauses 
in ali contract actions that require them 


The posts are completing action on the recommendations 





OSO/A-9402 10/93. Overseas 
Techical Security 


October 1994 


5 A/IM should ensure that the Diplomatic Telecommun- 
cations Service's survey is completed and results in the 
encryption of all sensitive unclassified data links at post 
that transit space not controtied by the mission 


Action reassigned to A/IM from DS, response expected 
week of 10/30/94 


11. A/IM should provide cleared American maintenance 


for CAA telephones and telephone switches at all high 
and medium technical threat posts 


Management response expected 10/30/94 





S/ 














| Appendix 6: List of Abbreviations 





PRM 
UNRWA 


USUN 


$2 


Office of Foreign Buildings Operations, Bureau of 
Administration 

Office of Information Management 

Advisory and assistance services 

Bureau of African Affairs 

Agency for International Development 
Anti-Terrorism Assistance 

Bureau of Consular Affairs 

Chief Financial Officer 

Deputy chief of mission 

Defense Courier Service 

Drug Enforcement Administration 

Bureau of Diplomet.c Security 

Bureau of Fina’wce and Management Policy 
Federal Procurement Data System 

Foreign Service national 

Foreign Service Retirement and Disability Fund 
International Boundary and Water Commission 
Bureau of International Organization Affairs 
Local guard program 


Director General of the Foreign Service and Director 
of Personnel 


Newly independent states 
Nonimmigrant visa 

National Passport Center 
National Performance Review 
National Security Directive 
Office of Inspector General 

Office of Security Oversight 
Overseas Security Policy Group 
Palestine Liberation Organization 


Office of Defense Trade Controls, Bureau of Political- 
Military Affairs 


Bureau of Population, Refugees, and Migration 


United Nations Relief and Works Agency for Palestine 
Refugees in the Near East 


U_S. Mission to the United Nations 

















EEE 


Jaa 


PEEP errrer 


=| =| 
S>S>= 


=f 
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